Responsible Disclosure Policy

KaR-Tel LLP (“Beeline” TM) cares about the security of the data, services and facilities we offer our
customers. If you believe, you have discovered potential vulnerability in our services; we would
appreciate your help in disclosing this vulnerability for us.

This document (hereafter the “Policy”) provides information on how to report vulnerabilities and
thanks the security researchers who have reported vulnerabilities in the past.

How we approach the safety reports

— Beeline will not take legal action against users for disclosing vulnerabilities where the
following rules have been complied with in the disclosure. Beeline retains all its legal rights
in the event of any failure to comply with applicable laws and regulations

— We always respond to reliable vulnerability reports as quickly as possible - usually within 2
business days

— Researchers who provide us with a valid report under this Policy confirm their consent to
have their data placed on this page to express their appreciation and gratitude from Beeline
once the vulnerabilities have been accepted, confirmed and corrected by our security team.
Please let us know further if you want us to include a link to your social media account or
alternatively, you do not want your details to be posted on this page

— Public disclosure of any identified or suspected vulnerability without the express written
consent of Beeline will be considered inconsistent with this Policy

Reporting

If you think you have found a security problem with our service or service, send it to us at
security@beeline.kz along with your contact details and include the following in your report

* Description of the vulnerability and its location together with screenshots

* Description of the steps required to reproduce the vulnerability

Beeline services are located on beeline.kz subdomains or on separate domains, please ensure that
the domain belongs to Beeline.

Do not put Beeline customers’ data at risk and do not compromise the performance of our services.
Beeline reserves the right to take legal action and/or report to the relevant authorities the person
who conducts any tests or investigations that are prohibitive, inconsistent with the law of the
Republic of Kazakhstan, or inconsistent with this Policy.

Third-party services

Some beeline.kz subdomains are operated through third-party services. If you find a vulnerability
in one of these subdomains, you can report it directly to the relevant company, using the contacts
listed on subdomain. Please check that the Beeline subdomain belongs to Beeline before looking
for a vulnerability.

Regulations for finding the vulnerabilities

*  Proceed with extreme care and attention
*  When carrying out a safety study, use only those methods or techniques that are not against the
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law and that are necessary to identify or demonstrate weaknesses

Do not use scanners or automated tools to find vulnerabilities

Do not install any backdoors - not even to demonstrate the vulnerability of the service

Posting, transmitting, downloading, linking, sending or storing any malicious software

For security research, only work with accounts that are registered to you

Do not modify our data or the data of our users, and do not access other people's accounts

Do not view, modify, save, or store, not transmit or otherwise gain access to any data, received
accidentally during your research, and immediately clear any local information after reporting a
vulnerability to Beeline

Act in good faith to avoid confidentiality breaches, data destruction and interruption or degradation
of our services (including denial of service). Do not take any action that could compromise the
reliability or integrity of our services and data

Comply with applicable laws

We will not negotiate in response to coercion or threats (for example, we will not offer a monetary
reward and will not negotiate a payment amount under threat of withholding vulnerability or threat
of disclosure of vulnerability or any disclosed data to the public).

The following categories of vulnerabilities and attacks are considered to be outside the
scope of the Policy (unless a proven high impact is demonstrated):

Vulnerabilities requiring the use of social engineering
Brutforce
Execution or attempted execution of any “DoS/DDoS” attack

Vulnerabilities affecting only legacy user agents or versions of applications

Testing in a way that may result in the sending of unwanted or

Unauthorized junk mail, spam, pyramid schemes or other forms of duplicate or unwanted messages
Testing in a way that may impair the operation of any Beeline services; or testing third-party
applications, websites or services that integrate with Beeline services

No “Safe” marking, no “HTTP Only” flag for non-confidential cookies

Vulnerabilities that require a potential victim to install non-standard Software or other actions to
become vulnerable to attack.

UI/UX errors and spelling mistakes

Spam

Disclosure of known publicly accessible files or directories (e.g. robots.txt)

Clickjacking and vulnerabilities that can only be exploited by clickjacking

CSRF in forms accessible to anonymous users (e.g. contact form).

Cross-site request forgery (CSRF) with low security affects (Logout CSRF, etc.)

Auto-complete or save your password in an app or web browser

SSL attacks such as BEAST, BREACH, Renegotiation attack

SSL Forward secrecy not enabled

SSL insecure cipher suites

The Anti-MIME-Sniffing header X- Content-Type-Options

No HTTP security headers

Self XSS



Special thanks to all those who helped Beeline:

2022:
Gaurang Maheta

2019:
Batyrzhan Tyuteyev

NMonutuKa oTBeTCTBEHHOro PacCKpbITUA m-lcbopmau,uu

TOO «KaP-Ten» (nanee — Beeline) 3a60tnTca o 6€30nacHOCTU AaHHbIX, YCAYT U CEPBUCOB,
KOTOpble Mbl Npeasaraem HalMm KnneHTam. Ecnum Bbl cumMTaeTe, YTo 06HapyXRUAU
NOTEHUMA/bHYIO YA3BMMOCTb B HALWMX CEPBUCAX, Mbl OLLEHMM Bally MOMOLLb B PACKPbITUU
3TOM YyA3BMMOCTM A/1A Hac.

JaHHbI AOKYMeEHT (ganee — MonnTnKa) coaepuT MHGOPMaLMIO O TOM, KaK coobLLINTL 06
YyA3BMMOCTU, 1 Bnarogaput nccnegosarteneil 6e3onacHOCTU, KOTopble coobuwanu ob
YA3BMMOCTAX B MPOLU/IOM.

Kak mbl nogxoaum K ot4etam o 6e3onacHocTH

— Beeline He byaeT npeanpMHUMATDL OPUANYECKMX AENCTBUIA NPOTUB NOJIb30BaTENEN
3a pacKpbITMeE YA3SBMMOCTEMN, B Cy4ae eciv NpU PacKkpbiTum 6biamn cobntoeHbl
YKa3aHHble HWXKe npasuna. Beeline coxpaHaeT Bce CBOM 3aKOHHbIE NPaBa B C/y4Yae
ntoboro HecobntoAEHNA NPUMEHUMBIX 3aKOHOB U MPABUN

— Ha pocToBepHbie oT4eTbl 06 yA3BMMOCTAX BCErga oTBeyaemM Kak MOXHo bonee
ObICTPbLIN OTBET — 06bIYHO B TeYeHMe 2 paboumnx gHel

— Wccneposatenun, KOTopble NPeAoCTaBAT HAM BaIMAHbIA OTYET B PaMKax 3TOM
MONUTUKK, NOATBEPKAAIOT CBOE COrIacMe Ha pa3MeLLeHNE CBOMX AaHHbIX Ha 3TOM
CTpaHWUE ANA BblparkeHUA NpU3HaTeNbHOCTU 1 6rarogapHocTm oT Beeline, Kak
TO/IbKO YA3BUMOCTM BYAYyT NPUHATbI, NOATBEPKAEHbI U UCNPABAEHbI HaLLEN
KoMaHzou 6e3onacHocTu. Moxanyncra, coobwmuTe Ham AOMNONHUTENBHO, ECN Bbl
XOTUTE, YTOObI Mbl BKHOUMUIM CCbINIKY HA Bally YYETHYHO 3anuCb B COLMANbHOW CETU
WAKN, HAaNPOTUB, HE XOTUTE, YTOObI BalLWM AaHHble OblM pa3meLL,eHbl Ha 3TOM
CTpaHuue

— MybanyHoe packpbiTe MHPOpPMaLUKM O N0 BbIABNEHHOM AW Npeanoaaraemom
yA3BMMOCTM 6€e3 ABHOro NUCbMeHHOro cornacua Beeline 6yaeTr cuuTaTtbes
HECOOTBETCTBYHOLLMM HacToALlen Moantuke

PenopTtuHr
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Ecnu Bbl cunTaeTe, 4To 06HapyKMAM npobaemy 6€30NacHOCTM B Halem cepBuce Uan
ycnyre, oTnpaBbTe ee HaM Mo agpecy security@beeline.kz BMecTe co CBOMMW KOHTAKTHbIMMU
OAHHBbIMM M BKAKOYUTE B OTYET CneaytoLuee:

OnucaHue ya3BMMOCTU 1 ee PacnonoXKeHne BMecTe CO CKPMHLWOTAaMM IKpaHa

OnucaHue waros, HeEObXOAMMbIX A1 BOCNPOM3BEAEHUA YA3BMMOCTU

Cepsuchbl Beeline pacnonoxkeHbl Ha noagomeHax beeline.kz 1Mbo Ha oTAENbHBIX AOMEHAX,
noxanymncra, ybeantecb, YTo AOMeH NpuHaanexut Beeline.

He nopgepraiite pucKy gaHHble KAMeHToB Beeline, He CHUXKaWTe NPOM3BOANTENBHOCTD
HaLWWX CEPBUCOB.

Beeline ocTtaBnseT 3a coboi npaso Bo3byauTb cyaebHbI UCK U/UAn coobLunTb B
COOTBETCTBYIOLLME OPraHbl O INLE, KOTOPOE NPOBOAUT Kakne-nnbo TecTbl Unm
pacciefoBaHuWA, KOTOPble ABNAIOTCA 3aNpPeTUTEIbHbIMM U HE COOTBETCTBYHOT 3aKOHY
Pecnybankum KasaxctaH nam He COOTBETCTBYIOT HacToALLen Moantmke.

Ycnyru TpeTbux nuy,

HekoTopble nogaomeHbl beeline.kz paboTtatoT yepes cTopoHHMe cepsucbl. Ecam Bbl
06HapyKMTE YA3BUMOCTb Ha OAHOM M3 TaKUX NOAAOMEHOB, Bbl MOXeTe coobwmTb 06 sTOM
HenocpeacTBEHHO B COOTBETCTBYHOLLYH KOMMAHWUIO, MO KOHTaKTaM, YKa3aHHbIM Ha
noagomeHe. MNoxKanyncra, NnposepbTe NPUHAANENKHOCTb NOAAOMEHTa Beeline nepes tem,
KaK MCKaTb YA3BMMOCTb.

MNpaBuna noucka yasBUMoOCTEN

JelictByiTe ¢ 0060 OCTOPOKHOCTLIO U BHUMAHMEM

Mpw nccnepoBaHMm Ha 6€30NacHOCTb UCMO/Ib3YITE TONIbKO Te MeToAbl NN MPUEMBI,
KOTOpble He MPOTUBOPEYAT 3aKOHY U HEOBXOAUMbI /1A BbISBNEHUA UNU AEMOHCTPaLMn
cnabbix mecT

He ncnonb3yiTe ckaHepbl MAM aBTOMATU3MPOBAHHbIE MHCTPYMEHTbI A8 NOMCKA
YA3BUMOCTEN

He ycTaHaBnMBanTe HUKaKMX 63KA0POB — AaKe A1 AeMOHCTPaL MM YA3BMMOCTU cepBuca
PasmelyeHune, nepesaya, 3arpyska, CCbl/ika, OTAPaBKa UAM XpaHeHne ntoboro
BPEAOHOCHOro NporpammHoro obecnevyeHusa

B uenax uccneposaHusa 6esonacHocTn paboTanTe TONbKO C YYETHLIMK 3aNUCAMMU,
3aperncTpMpoBaHHbIMU Ha Bac

He M3meHsAnTe Halwn AaHHbIe UKW AaHHbIE HALLMX NO/b30BaTeNel, He NoayYanTe A0CTyN K
YYXKMM YYETHbIM 3anucam. He npocmaTtpmBanTe, He U3MEHSNTE, HE COXPaHAINTE, He
XpaHUTe, He NepeslaBaliTe U He NoJly4anTe MHbIM 06Pa3oM A0CTYN K NH0ObIM AaHHbIM,
NoNy4YEeHHbIM C/ly4aMHO BO BPeMs Ballero Uccnen0BaHuA, U HEMeOIeHHO oumLanTe nbyto
NIOKanbHyto MH$OopMaLmio nocse coobueHunn ob yassnumocTtu B Beeline

JericTByiTe 106POCOBECTHO, YTOObLI M36€eXKaTb HApYLUEHUA KOHPUAEHLMNABHOCTH,
YHUUTOXEHUA AaHHbIX, @ TaKXKe NPepbiBaHMUA UK YXYALEHUA Ka4yecTBa HalluX ycayr



(BKNKOYaAn OTKa3 B 06CNy»KMBaHMM). He BbINONHANTE HUKAKUX AEUCTBUM, KOTOPbIE MOTyT
HaHeCTu yliep6 HaZeXHOCTU UAN LLeIOCTHOCTM HaLLMX YCAYT U AaHHbIX
Cobntopaite Bce NPUMEHMUMbIE 3aKOHbI

Mbl He Byaem BecTM Neperosopbl B OTBET Ha MPUHYXKAEHME UAK Yrpo3bl (Hanpumep, mbl He
npeanaraem AeHeXKHoe BO3HarpaxkaeHue n He byaem BeCTU NeperoBopbl 0 Cymme
BbIN/IaTbl MO/, YrPO30M YAEPKAHNA YA3BUMOCTM UK YIPO3bl PACKPbITUA YA3BMMOCTM UK
Nto60ro packpbITbIX AaHHbIX ANA 06LLECTBEHHOCTH).

Cnepyowme KaTeropum yasBMMOCTEN M aTaK CUMTAIOTCA BbIXOAALMMMU 32 PaMKU
Monntukm (ecnm He GyaeT NPoAEMOHCTPUPOBAHO A0KAa3aHHOE BbICOKOE BO3AeicTBue):

Ya3BumocTu, Tpebylolme NCnoib30BaHMA COLMANbHOM MHXEHEPUHN

bpyTtdopc

BbinosHEeHWe UAK NonbITKa BbINOJIHeHMA nbon atakm Tmna « DoS/DDoS»

YA3BMMOCTM, 3aTparMBatoLme ToNbKO YCTapeBLUNE NOAb30BATENbCKUE areHTbl UK BEPCUM
NPUAOKEHUN

TecTupoBaHue cnocobom, KOTOPbIA MOXKET NPUBECTM K OTNPABKE HeXenaTebHON nau
HECAHKLMOHMPOBAHHOM HEXenaTeNbHOW NoYTbl, cnama, GUHAHCOBbLIX MMPaMUA, AN APYrUX
bopm Ay6AMPYIOLLMX UK HeXeNaTelbHbIX CO0bLeHN

TecTnpoBaHMe cnocobom, KOTOPbIN MOXKET yXyALWKnTb paboTy Nobbix cepsucos Beeline; nan
TECTUPOBAHWNE CTOPOHHMUX NPUIOKEHWNI, BED-CATOB AN CNYXKO, KOTOPbIE MHTETPUPYIOTCA C
cepsucamm Beeline

OtcyTcTBue nomeTku "besonacHo", otcytcteue ¢pnara "HTTP Only" gna
HeKoHpUAeHUMaNbHbIX cookie

YAaszsumocTu, Tpebytolme oT NOTEHLMANbHOM ¥KepTBbl YCTAHOBKM HECTAHAAPTHOrO
NpPOrpamMmmHOro obecne4yeHunsa Uan UHbIX AENCTBUIA, YTODbI CTaTb YA3BUMbIMM A8 aTaKM.
Owwnbkm UI/UX 1 opdorpadurueckme ownbKm

Cnam

PacKpbIT1e M3BECTHbIX 06LW,eA0CTyMNHbIX GanNoB UAK KaTanoros (Hanpumep, robots.txt)
KAMKOKEKUHT M YA3BUMOCTU, KOTOPbIE MOXHO MCMO/1b30BATb TO/IbKO C MOMOLLLbHO
KAUKOMKEKMHIA

CSRF B popmax, AOCTYNHbIX aHOHUMHbIM NONb30BaTeNAM (HAaNpUMep, KOHTaKTHasa ¢opma).
MescanToBasa nogaenka 3anpocos (CSRF) ¢ HU3KMM Bo3aelicTBMEM Ha 6e30nacHOCTb
(Logout CSRFn T.4.)

Hannume PpyHKUMM aBTO3aNONHEHUA UM COXPAHEHUS NAPOAA B NPUNOKEHUN UK
Beb6pay3epe

SSL-ataku, Takme Kak BEAST, BREACH, Renegotiation aTaka

He BkntoyeHa SSL Forward secrecy

Habopbl Hebe3zonacHbIx wrdpos SSL

3aronoBok Anti-MIME-Sniffing X-Content-Type-Options (The Anti-MIME-Sniffing header
XContent-Type-Options)

OtcytctBue HTTP security headers



Self XSS

OTpenbHoe cnacnbo Bcem Tem, KTo nomor Beeline:

2022:
Gaurang Maheta

2019:
baTbip)KaH TioTees
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